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EFFECTIVE ONLINE SECURITY TIPS
• DON’T USE PUBLIC COMPUTERS AT KIOSKS, CAFES, HOTELS OR PUBLIC 
WIRELESS NETWORKS TO CONDUCT FINANCIAL TRANSACTIONS OF ANY 
NATURE.

 • DO NOT RESPOND TO EMAIL OR PHONE PROMPTS THAT REQUEST 
ONLINE BANKING CREDENTIALS.

 • BE AWARE OF ADVERTISING SCAMS FOR VIRUS SCANNERS SHOWING  • BE AWARE OF ADVERTISING SCAMS FOR VIRUS SCANNERS SHOWING 
WHAT LOOKS LIKE A REAL VIRUS SCAN OF YOUR COMPUTER. NEVER CLICK 
OK FOR A POPUP THAT STATES SOFTWARE NEEDS TO BE INSTALLED OR 
PURCHASED TO SOLVE THE PROBLEM.

 • BE AWARE THAT BANNER ADS ARE BEING USED BY HACKERS TO HIDE 
MALWARE THAT CAN BE INSTALLED ON A PC WITHOUT THE USER EVEN 
CLICKING ON THEM.

 • CREATE STRONG PASSWORDS AND PROTECT THEM. AVOID USING  • CREATE STRONG PASSWORDS AND PROTECT THEM. AVOID USING 
PASSWORDS SUCH AS BIRTHDAYS AND OTHER EASILY GUESSED INFO SUCH 
AS PET NAMES.

 • USE ALPHANUMERIC PASSWORDS ALONG BOTH UPPER AND 
LOWERCASE LETTERS & CHANGE YOUR PASSWORD EVERY 60 DAYS FOR 
ONLINE BANKING.

 • DO NOT STORE A LIST OF PASSWORDS ON THE COMPUTER OR KEEP THEM  • DO NOT STORE A LIST OF PASSWORDS ON THE COMPUTER OR KEEP THEM 
NEAR YOUR COMPUTER.

 • NEVER SHARE YOUR LOGON ID OR PASSWORDS


